
 
 

 

 

Agenda 
Compliance and Certification Committee 
June 12, 2018 | 3:15 p.m. – 5:00 p.m. Pacific 
June 13, 2018 | 8:00 a.m. – 11:30 a.m. Pacific   
 
CAISO 
250 Outcropping Way 
Folsom, CA 95630 
 
Introduction and Chair’s Remarks 
 
Opening Remarks – Jan Schori, NERC Board of Trustee  
 
Welcome – Roger Collanton, Vice President, General Counsel and Chief Compliance Officer 
 
NERC Antitrust Compliance Guidelines and Public Announcement* 
 
Agenda Items 

1. Administrative – Secretary and Patti Metro 

2. Committee Business 

a. Consent Agenda – (Review) – (Patti Metro) 

i. Meeting Agenda – (Approve) 

ii. CCC March 2018 Meeting Minutes – (Approve) 

3. CCC Action Items and Work Plan Status* – (Discuss) – (Jennifer Flandermeyer) 

4. NERC Board Enterprise-wide Risk Committee – (Update) – (Jennifer Flandermeyer) 

5. NERC Board of Trustees and Members Representatives Committee (MRC) Update, May  2018 
Meetings – (Inform) – (Jennifer Flandermeyer) 

6. NERC Reliability Issues Steering Committee* – (Update) – (Patti Metro) 

7. CMEP Technology Project – (Barb Nutter/Andy Rodriquez) 

8. Subcommittee – (Updates) 

a. Nominating Subcommittee – (Helen Nalley) 

b. ERO Monitoring Subcommittee (EROMS) – (Ted Hobson) 

i. 2018 CCC Self-Certifications 

ii. 2018 ERO Enterprise Survey 

iii. Internal Audit Update* - Matt Gibbons 

https://www.nerc.com/comm/CCC/Agenda%20Highlights%20and%20Minutes%202013/CCC%20March%202018%20Agenda_Draft%20Minutes.pdf
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c. Compliance Processes and Procedures Subcommittee (CPPS) – (Matt Goldberg)

i. Regional Entity Effectiveness Evaluation Criteria – CCCPP-010 revisions

d. Organization Registration and Certification Subcommittee (ORCS) – (Keith Comeaux)

i. Possible Rules of Procedure Changes

ii. Centralized Organization Registration System (CORES) Update and Outreach

iii. Emerging Issues

9. ERO Enterprise Program Alignment

a. Status update on activities – (Discuss) – (Ken McIntyre/Scott Tomashefsky)

b. Scope Change for Alignment Working Group (AWG) – (Approve) – (Patti Metro)

c. AWG Leadership – (Inform) – (Patti Metro)

10. Focused CCC Input on CMEP Technology Project* – (Discuss)

11. NERC Compliance Monitoring Update* – (Inform) – (Adina Kruppa)

12. NERC Enforcement Update* – (Inform) – (Ed Kichline)

13. Review of Action Items – (Review) – (Jennifer Flandermeyer)

14. Future Meeting Dates – (Inform)

a. Confirmed 2018 Dates

i. September 18-19, 2018: Austin, Texas (Texas RE offices)

ii. December 5-6, 2018: Atlanta, GA (NERC offices)

b. Confirmed 2019 Dates

i. March 12-13, 2019: Washington, D.C. (EEI Offices)

c. Tentative/Proposed 2019 Dates

i. June 2019: Tentative Minneapolis (TBD)

ii. September 12-13, 2019: TBD

iii. December 3-4, 2019: Tentative Atlanta or Los Angeles area (TBD)

15. Adjournment

*Background materials included.



 

Antitrust Compliance Guidelines 
 
 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 
 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 
 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 
 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

• Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

• Discussions of a participant’s marketing strategies. 

• Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

• Discussions concerning the exclusion of competitors from markets. 

• Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 
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• Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 
 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.  
 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 
 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 
 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

• Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

• Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

• Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

 
Matters relating to the internal governance, management and operation of NERC, such as nominations 
for vacant committee positions, budgeting and assessments, and employment matters; and procedural 
matters such as planning and scheduling meetings. 
 



 

 

Public Announcements 
 
 
Face-to-face meeting version: 
Participants are reminded that this meeting is public. Notice of the meeting was posted on the NERC 
website and widely distributed.  Participants should keep in mind that the audience may include 
members of the press and representatives of various governmental authorities, in addition to the 
expected participation by industry stakeholders. 
 

August 10, 2010 
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May 2018 Enterprise- wide Risk Committee Update on CCC Activities 

 
 
Action 
Discussion 
 
Background 
Jennifer Flandermeyer, CCC Vice-Chair, provided the CCC activities update to the EWRC.  
 
Summary 
The following items were shared with the EWRC: 

1. The proposal to revise the CCC Alignment Working Group scope to incorporate an 
expanded role to include providing stakeholder input in the development and evaluation 
of tools used for alignment of Electric Reliability Organization (ERO) Programs.  

2. The development and schedule for issuing Self-Certifications to NERC for ERO programs 
including Organization and Certification Programs, Compliance Monitoring and 
Enforcement Program (CMEP) and the Standards Process Manual (SPM).  

3. CCC leadership slate for the two-year term July 1, 2018 – June 30, 2020. 

a. CCC Chair -  Jennifer Flandermeyer from Kansas City Power & Light representing 
Investor Owned Utility 

b. CCC Vice-Chair - Scott Tomashefsky from Northern California Power Agency 
representing State/Municipal Sector 

  



Program Alignment Issues and Recommendations Tracking 
Completed Activities (As of 2/20/2018) 

 
Item 24 RCT 

Issue:  RSAWs 
 
Issue Raised:   Q2 2017 
Issue Discovered:  Regional Consistency Reporting Tool 
Status:      Completed 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
The RE is using a modified version of some NERC 
RSAWs rather than the ones posted on the NERC 
website.  Most of the differences are in 
formatting. In one standard (PRC-005-6), the 
subject RE's version is better because it includes a 
compliance timetable (when compliance with 
individual requirements must be achieved). 
However, given the amount of Multi-Region 
Regional Entities, a single RSAW per NERC 
standard should be used by all Regions for 
administrative efficiency. 

1. No content differences (e.g. to the evidence requested or compliance 
approach) were identified in the RE's RSAW. The RE’s RSAWs included 
minor formatting differences as well as the compliance implementation 
timetable at the beginning of one RSAW. The RE has since removed the 
compliance implementation timetable from the RSAW. NERC and the 
regions are updating legacy versions of RSAWs to ensure all RSAWs are on 
the current template to address formatting differences between RSAWs. 

 
2. All Regions should continue to use the current NERC RSAWs posted on the 

NERC public website. 

 

Item 25 RCT 
Issue:  Requesting Low-Impact Cyber Assets 

 
Issue Raised:   Q2 2017 
Issue Discovered:  Regional Consistency Reporting Tool 
Status:      Completed 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
Registered Entity recently completed an 
audit in one region and is in the pre-audit 
data submittal process for another region 
and identified potential consistency issue 
between the two regions in the audit 
information requested for CIP-002-5.1a. 
One region requested a discrete list of 
Low Impact BES Cyber Systems and Low 
Impact BES Cyber Assets as part of its 
pre-audit questions and the other region 
did not request the lists. 

1. The ERO Enterprise is responsible for monitoring that the registered entity’s Cyber 
Assets are categorized and adequately protected for the reliability and security of 
the BES. Registered entities are responsible for demonstrating that assets 
containing low impact BES Cyber Systems, according to CIP-002-5.1a Attachment 1, 
Section 3, are evaluated and the BES Cyber Systems are properly categorized. While 
performing compliance monitoring activities, the ERO Enterprise may ask questions 
to ensure the registered entity has properly categorized the BES Cyber System. 

2. 2. The CIP-002 Reliability Standard states that a discrete list of low impact BES 
Cyber Systems is not required for demonstrating compliance, providing a complete 
list of categorized Cyber Assets is a way to demonstrate that a registered entities 
internal controls for managing and categorizing Cyber Assets are effective, in 
addition to reviewing the registered entity’s categorization methodology, one-line 
diagrams, and other related files (e.g., network configuration files.)   

3. 3. Regions should first review one-line diagrams and other documentation (e.g., 
network configuration files) to determine compliance with CIP-002-5.1a prior to 
requesting additional information such as a discrete list of low impact BES Cyber 
Systems. 

4. NERC followed up with the regions to ensure data requests and questionnaires 
reflect this guidance. 

 



Item 2 NERC 
Issue:  Penalty Alignment 

 
Issue Raised:   Q4 2016 
Issue Discovered:  NERC 
Status:      Completed 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
Variances in penalty determinations, including 
consideration and application of mitigating credits, 
could result in confusion and seemingly 
inconsistent outcomes. 

1. Working with ERO Enterprise enforcement staff, NERC provided guidance 
on determining penalty amounts, including consideration of mitigating 
factors and credits for above and beyond investments. 

2. Training and calibration exercises were conducted to ensure common 
understanding of guidance. 

 

Item 3 NERC 
Issue:  Inherent Risk Assessments 

 
Issue Raised:   Q1 2016 
Issue Discovered:  NERC 
Status:      Completed 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
Regions have individually designed and 
implemented programs to fulfill the Inherent Risk 
Assessments for their respective registered entities 
within their regions.  As a result there are varying 
approaches and outcomes which have been 
identified by entities.  NERC, working with the 
Regions, identified the need to review the IRA 
programs and develop a base line ERO Enterprise 
approach to IRAs that recognizes the flexibility 
needed to address regional specific differences, as 
appropriate. 

1. NERC and the Regions revised and updated guidance documentation for 
IRAs which includes a common set of risk factors and assessment criteria 
to complete IRAs of registered entities. All Regional Entities are using a 
common IRA report form for sharing IRA results with registered entities. 

2. NERC conducts ongoing oversight of the Regional Entities, which includes 
implementation of the IRA process. 

 

Item 4 NERC 
Issue:  Assessing Compliance with Reliability Standards Having Phased 

Implementation Plans with Completion Percentages 
 

Issue Raised:   2016 
Issue Discovered:  NERC 
Status:      Completed 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
Several Reliability Standards have phased implementation plans 
with completion percentages for compliance. This is to ensure 
that registered entities have reasonable time to develop and 
implement plans that maintain reliability and meet compliance 
obligations. Appropriate compliance monitoring of these 
standards during the phased implementation was unclear. 

1. The ERO Enterprise developed a CMEP Practice Guide: 
Phased Implementation Plans with Completion Percentages. 



 
Program Alignment Issues and Recommendations Tracking 

In Progress Activities (As of 2/20/2018) 
 

Item 1 NERC 
Issue:  Mitigation Practices 

 
Issue Raised:   Q1 2017 
Issue Discovered:  NERC 
Status:      In Progress (Resolution Expected Q2 2018) 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
The ERO Enterprise is reviewing a number of 
aspects of its Mitigation Plan and Activity 
practices.  Those include the type of review of 
Mitigation Plans and Activities, variances in 
requirement of formal Mitigation Plans versus 
mitigation activities for noncompliance, variances 
in practices related to verification of completion 
of mitigation for lesser risk noncompliance, and 
variances in submittal of a mitigation completion 
date to NERC. 

1. NERC is conducting a process review to address the effectiveness of 
mitigation of noncompliance across the ERO Enterprise. 

2. The process review will also address other inconsistencies, if identified, 
regarding level of documentation for requirement of formal MPs, 
verification requirements and provision of relevant information to NERC. 

3. ERO Enterprise enforcement staff will review guidance on requirements 
for formal MPs. 

4. ERO Enterprise enforcement staff is working on developing a common 
sampling methodology for use by all REs for verification of completion. 

 
 

Item 5 NERC 
Issue:  Compliance Oversight Plans Transparency 

 
Issue Raised:   Q2 2016 
Issue Discovered:  NERC 
Status:      In Progress (Resolution Expected Q2 2018) 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
Different approaches exist to developing and 
sharing registered entity Compliance Oversight 
Plans (COPs). 

1. ERO Enterprise enhanced COP guidance. 
2. ERO Enterprise developed base requirements for the COP which includes 

the Reliability Standard and Requirement,  possible CMEP tool for 
monitoring method, and the interval for monitoring. 

3. ERO Enterprise is considering templates to ensure minimum 
requirements are met. 

4. ERO Enterprise to develop outreach materials for industry. 
5. ERO Enterprise to conduct outreach to industry. 
6. NERC conducts oversight of the Regional Entities which includes 

implementation of COP guidance. 
 
 

  



Item 6 NERC 
Issue:  Coordinated Oversight Roles and Responsibilities 

 
Issue Raised:   Q2 2016 
Issue Discovered:  NERC 
Status:      In Progress (Resolution Expected Q2 2018) 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
Differing practices existed for conducting 
coordinated oversight of multi-region registered 
entities.   

1. ERO Enterprise developed a Regional Entity procedure that addresses 
expectations, including roles and responsibilities, for Coordinated 
Oversight of CMEP activities. 

2. ERO Enterprise develops annual compliance monitoring engagement 
schedule for MRREs in Coordinated Oversight. 

3. ERO Enterprise developed and posted a consolidated 2017 Periodic Data 
Submittal schedule for MRREs. The Periodic Data Submittal schedule will 
be updated annually. 

4. NERC conducts oversight of the Regional Entities which includes 
implementation of Coordinated Oversight for MRREs. 

 

Item 7 NERC 
Issue:  Internal Controls 

 
Issue Raised:   Q1 2017 
Issue Discovered:  NERC 
Status:      In Progress (Resolution Expected Q2 2018) 
CCC AWG Involvement:   No  (CCC to be involved in follow-up activities) 
 

Description Recommendation/Resolutions 
Differing practices existed on reviews and 
documentation of Internal Controls Evaluation 
(ICE) and internal control during CMEP activities. 

1. ERO Enterprise developed internal controls guidance which aligns with 
the Risk Based Framework and GAGAS. 

2. ERO Enterprise to review internal controls during CMEP activities and 
document conclusions around internal controls, including any control 
deficiencies noted during the assessment and provide documented 
feedback to the registered entity. 

3. Industry Training:  ERO Enterprise will work with the CCC to develop 
industry training. (Q1 2018) 

4. Industry Training:  ERO Enterprise will work with the CCC to deliver 
industry training. (Q1 & Q2 2018 webinars & Q3 Standards & Compliance 
Workshop in July) 

5. ERO Enterprise Training: ERO Enterprise to develop additional training for 
CMEP staff (Q4 2017, Q1 2018) 

6. ERO Enterprise Training:  ERO Enterprise to deliver training to CMEP Staff 
(Q2 2018 at the ERO Enterprise Spring CMEP Workshop in April) 

 
  



 

Item 8 NERC 
Issue:  Disposition of Non-Compliance 

 
Issue Raised:   Q4 2017 
Issue Discovered:  Reporting Tool 
Status:     In Progress (Resolution Expected Q1 2018) 
CCC AWG Involvement:   No  
 

Description Recommendation/Resolutions 
A registered entity operating in two regions 
submitted identical self-reports to both regions, 
indicating that in the self-report. One region 
dismissed the self-report, while the other region 
sent the entity a Notice of Compliance Exception. 

 

 
Item 9 NERC 

Issue:  One-Time Attestations 
 

Issue Raised:   Q1 2018 
Issue Discovered:  Stakeholder 
Status:      In Progress (Resolution Expected Q2 2018) 
CCC AWG Involvement:   No  
 

Description Recommendation/Resolutions 
Implementation and management of one-time 
attestations submitted by registered entities for 
CMEP activities. 

NERC reviewing attestation requirements and researching practices with the 
Regions 

 

Item 10 NERC 
Issue:  Assessment Criteria 

 
Issue Raised:   Q1 2018 
Issue Discovered:  Reporting Tool 
Status:      In Progress (Resolution Expected Q2 2018) 
CCC AWG Involvement:   No  
 

Description Recommendation/Resolutions 
A registered entity reports experiencing 
inconsistent criteria for assessing compliance of 
VAR-002-4.1, R2. 

 

 
  



Program Alignment Issues and Recommendations Tracking 
Closed Items Unrelated to the  

ERO Enterprise Program Alignment Process (As of 2/20/2018) 
 

Item 1 RT 
Issue:  Standards 

 
Issue Raised:   Q4 2017 
Issue Discovered:  Regional Consistency Reporting Tool 
Status:    Closed 
CCC AWG Involvement:   No 
 

Description Recommendation/Resolutions 
The anonymous submitter expressed 
concern with CIP-007's 35-day 
timelines, indicating in the submission 
his or her perceived burden when 
compared to some 30-day 
requirements in other Reliability 
Standards. 

This item expresses a submitter's concern with certain timing language in approved Reliability 
Standards, and it is not an item related to alignment across the ERO Enterprise as 
contemplated by the ERO Enterprise Program Alignment Process. 

 
The submitter should note the Standard Processes Manual (located on the Standards Page) 
offers the industry the option to submit a Standard Authorization Request (SAR) that includes 
technical justification to the Standards Committee in order to request a modification of a 
standard.  Also, the submitter has the option to reach out to the Critical Infrastructure 
Protection Committee (CIPC) to raise their issue with the CIPC for industry discussion and 
feedback. 
 
NERC has provided this response to the anonymous submitter via the Consistency Reporting 
Tool. 

 
 

Item 2 RT 
Issue:  Treatment of “Aggregated Weighted Value” for CIP-002-5.1, Attachment 

1’s Impact Rating Criterion 
 
Issue Raised:   Q4 2017 
Issue Discovered:  Regional Consistency Reporting Tool 
Status:    Closed 
CCC AWG Involvement:   Yes 
 

Description Recommendation/Resolutions 
An anonymous issue was submitted questioning 
the treatment of “aggregated weighted value” for 
CIP-002-5.1, Attachment 1’s Impact Rating 
Criterion 2.5 and if the asset under consideration 
(station or substation) is evaluated: 
1. For its "aggregated weighted value," and then 
all associated BES Cyber Systems are categorized 
based on that value, or 2. Whether each 
associated BES Cyber System is categorized based 
on the associated BES Transmission Lines it is 
integral with (that is, the "aggregate weighted 
value" is assigned to each BES Cyber System based 
on its association with the asset's BES 
Transmission Lines). 

NERC and the CCC Alignment Working Group collaborated on understanding this 
issue.  They were not able to determine whether the issue is related to the 
submitter’s actual experiences with CMEP engagements or whether the issue is 
related to the standard. Without additional context or information this issue 
cannot be processed further as a consistency or program alignment issue.  The 
submitter should note: However, if the concern is related to understanding 
implementation of the standard, the submitter may consider pursuing 
development of implementation guidance (via a pre-qualified organization under 
the Compliance Guidance Policy).  Information on the Compliance Guidance Policy 
and the Pre-Qualified Organization list can be found on the Compliance and 
Enforcement page under Compliance Guidance.   
 
NERC has provided this response to the anonymous submitter via the Consistency 
Reporting Tool. 



 
 

Item 3 RT 
Issue:  Treatment of “Aggregated Weighted Value” for CIP-002-5.1, Attachment 

1’s Impact Rating Criterion 
 
Issue Raised:   Q1 2018 
Issue Discovered:  Regional Consistency Reporting Tool 
Status:    Closed 
CCC AWG Involvement:   Yes 
 

Description Recommendation/Resolutions 
An anonymous issue was submitted questioning 
the treatment of “aggregated weighted value” for 
CIP-002-5.1, Attachment 1’s Impact Rating 
Criterion 2.5. This was a resubmission of a prior 
issue (RT 2) with some additional explanation.   

This case is a follow up to a previous anonymously submitted case. With the 
additional information from the anonymous submitter, NERC’s understanding is 
that the question appears to be about implementation or understanding of the 
meaning of "aggregated weighted value" for CIP-002-5.1, not about an 
inconsistency in approach, methods, or practices among Regional Entities as 
contemplated by the Program Alignment Process.  NERC is not aware of 
inconsistency in the regions’ understanding of this language, and the anonymous 
submission does not indicate instances of inconsistent approach, methods, or 
practices between two or more regions.  
 
The anonymous submitter should note, however, if the concern is related to 
confirming an implementation approach of the standard, the submitter may 
consider pursuing development of implementation guidance (via a pre-qualified 
organization under the Compliance Guidance Policy).  Information on the 
Compliance Guidance Policy and the Pre-Qualified Organization list can be found 
on the Compliance and Enforcement page under Compliance Guidance. 
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NERC Reliability Issues Steering Committee (RISC) Update  

 
Action 
Discussion    
 
Background 
The CCC reviewed and provided input to the RISC for its published Resilience Framework.  
 
Summary 
The RISC developed a resilience framework to accomplish the following:  

1. Develop a common understanding and definition of the key elements of bulk power 
system (BPS) resilience;  

2. Understand how these key elements of BPS resilience fit into the existing Electric 
Reliability Organization (ERO) framework; and  

3. Evaluate whether there is a need to undertake additional steps, within the ERO 
framework, to address these key elements of BPS resilience beyond what is already in 
place and underway in connection with ongoing ERO Enterprise operations, including 
work being undertaken by each of the NERC standing committees.  

 
The RISC resilience framework relies on the National Infrastructure Advisory Council (NIAC) 
Framework for Establishing Critical Infrastructure Goals as a credible source for understanding 
resilience. The NIAC framework includes four outcome-focused abilities: (1) robustness; (2) 
resourcefulness; (3) rapid recovery; and (4) adaptability. 
 
The Resilience Framework was presented to the NERC Member Representatives Committee 
(MRC) at its May 2018 meeting.  
 
In addition, the 2019 Reliability Leadership Summit is on Thursday, March 14, 2019, at The 
Mayflower in Washington, DC. 
 



Resilience Framework

Peter Brandien, Reliability Issues Steering Committee Chair
Mark Lauby, Senior Vice President and Chief Reliability Officer
Member Representatives Committee Meeting
May 9, 2018
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Develop common framework, understanding, and definition of 
the key elements of bulk power system (BPS) resilience

National Infrastructure Advisory Council’s (NIAC’s) resilience framework
o Robustness, Resourcefulness, Rapid Recovery, Adaptability
Adequate Level of Reliability definition and technical report

Understand how key elements of BPS resilience fit in the 
existing ERO framework

Identified current activities within the four framework constructs

Evaluate whether additional steps are needed to address key 
elements of BPS resilience within the ERO framework

Framework
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Discussion at February 2018 MRC meeting
RTO/ISO FERC filing
ERO Enterprise
Standing Committees

Compliance and Certification Committee
Critical Infrastructure Protection Committee
Operating Committee
Personnel Certification and Governance Committee
Planning Committee
Standards Committee

Inputs
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National Infrastructure Advisory Council’s (NIAC’s) resilience 
framework with adjustments in red:

Robustness – to absorb shocks and continue operating
Resourcefulness – detect and manage a crisis as it unfolds
Rapid Recovery – get services back as quickly as possible in a coordinated 
and controlled manner
Adaptability – incorporate lessons learned from past events to improve 
resilience

Understanding and Defining Resilience
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Robustness 
Risk, event, and performance monitoring
Reliability and emerging risk assessments 
Technical committee work, including special projects
System operator training, certification, and credential maintenance
Reliability Standards and Reliability Guidelines
E-ISAC information-sharing programs

Resourcefulness 
Situational awareness and industry coordination
Government coordination
Cross-sector information sharing
Reliability Standards Functional Model and Reliability Guidelines
System operator training, certification, and credential maintenance

ERO Enterprise Activities Supporting 
Framework
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Rapid Recovery 
Situational awareness and industry coordination
Government coordination 
Cross-sector information sharing
Reliability Guidelines
System operator training, certification, and credential maintenance

Adaptability 
Reliability and emerging risk assessments
Event analysis, forensics, and Lessons Learned
Reliability Guidelines 
System operator training, certification, and credential maintenance
Periodic reviews

ERO Enterprise Activities Supporting 
Framework
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Revisions to standards process templates and training materials
Increased communication of NERC’s ongoing resilience and risk 
mitigation efforts
Additional compliance monitoring focus on standards 
supporting resilience
Recommending additional focus on areas such as:

Operational impacts of distributed energy resources
Fuel assurance and security to promote resilience
Quality of emergency preparedness

Additional Activities Suggested by 
Standing Committees
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NERC’s Definition of Reliability

NERC’s view of “reliability” for the bulk power system consists of 
two fundamental and aspirational concepts: 

Adequacy is the ability of the electric system to supply the aggregate 
electric power and energy requirements of electricity consumers at all 
times, taking into account scheduled and reasonably expected unscheduled 
outages of system components. 
Operating reliability is the ability of the electric system to withstand 
sudden disturbances such as electric short circuits or unanticipated loss of 
system components.
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A Reliable System is a Resilient System

The 2005 Federal Power Act requires NERC to develop and 
enforce Reliability Standards that:

Support Reliable Operations
Provide for an adequate level of reliability. 

System with an Adequate Level of Reliability is resilient 
Industry has designed a reliable Bulk Power System that is robust, 
resourcefully operated, and rapidly recovers
Lessons learned are actively considered during and after an event 
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Bulk Power 
System Reliability 

and Security

Bulk Power System 
Resilience*

Bulk Electric System 
Reliability

Resilience is a Characteristic of a 
Reliable System

*Solely the Bulk 
Power System. Does 
not include local 
distribution systems.

NERC Reliability Assurance 
• Standards
• Compliance
• Enforcement
• Registration
• Certification

NERC Reliability Assessments 
and Performance Analysis
• Reliability Assessments
• System Analysis
• Events Analysis
• Performance Analysis
• Situational Awareness

Operator Training

E-ISAC
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Adequate Level of Reliability
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Adequate Level of Reliability:
• No instability, uncontrolled separation, cascading, or voltage collapse
• Frequency is maintained within defined parameters 
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Resilience Framework
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Resilience Indicators
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Industry’s reply comments on FERC’s resilience proceeding due 
May 9
Monitor FERC response to comments
Discuss suggested additional activities
Present recommendations to Board of Trustees in August

How resilience fits into NERC’s mission
Any additional work that should be addressed within NERC’s jurisdiction

Next Steps
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Internal Audit Update

Matt Gibbons, Manager of Enterprise Risk Management and Internal Audit
Compliance and Certification Committee Meeting 
June 12-13, 2018

Agenda Item 8biii
Compliance and Certification 
Committee
June 12-13, 2018
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• No CCC audits in 2018.
• Internal Audit (IA) reviews status of action plans for prior audits 

in July and December as part of its departmental process, so 
nothing to report this quarter.

• IA will provide a status report at the Quarter 3 CCC meeting.
CMEP/ORCP:
• Report contained 11 observations.
• Prior status had 8 items mitigated and 3 in progress.
SPM/SAN:
• Report contained 8 observations.

Status of Audit Action Plans
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Appendix 4A Audits

• Recently approved CCCPP-012 allows for CCC participation as 
observers in NERC IAs related to RE CMEP activities.

• CCCPP-012 requires IA to inform the CCC of Appendix 4A audits 
on its annual audit plan.

• During Quarter 4 of 2018, IA will perform an audit of the RE 
Internal Controls Evaluation Process.

• CCCPP-012 requires 60 days advance notice to the CCC Chair in 
order to participate.

• CCC Observers must meet certain requirements and be vetted 
in order to participate. 

• Timeline requires observation requests to be received by mid 
July.
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NERC Compliance Monitoring 
Update

Adina Kruppa, Manager, Assurance Oversight and Monitoring 
Compliance and Certification Committee Meeting
June 12- 13, 2018

Agenda Item 11
Compliance and Certification 
Committee Meeting
June 12-13, 2018
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• 2018 and 2019 ERO Enterprise CMEP Implementation Plan
 Updates
 2019 planning

• Ongoing Regional Entity oversight
 Internal Controls reviews
 Regional on-site visits
 Audit observations
 Self-certifications

NERC Oversight



RELIABILITY | ACCOUNTABILITY3

• Implementation Guidance
 Seven endorsed, five non-endorsed, and one currently under review

• Coordinated Oversight Program for Multi-Region Registered 
Entities

• Reliability Standards Auditor Worksheets (RSAWs)
 Issued six RSAWs and revised process

Compliance Monitoring Highlights
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Agenda Item 12 
Compliance and 
Certification Committee 
June 13, 2018 

 
NERC Enforcement Update: Self-Report and Mitigation User Guide 

 
Action 
Information 
 
Summary 
NERC staff worked with a small group of representatives from the Compliance and Certification 
Committee (CCC) and the Regional Entities (REs) to update and revise the Electric Reliability 
Organization (ERO) Self-Report User Guide and the ERO Mitigation Plan Guide, both of which 
were originally published in April, 2014.  NERC had worked with a focus group of CCC members 
and REs to develop the user guides as part of the Reliability Assurance Initiative, now known as 
the Risk-based Compliance Monitoring and Enforcement Program (risk-based CMEP). 
 
Based on feedback from the group, the two guides have been consolidated into a single User 
Guide that better aligns with the experiences of registered entities.  The User Guide contains new 
examples to reflect current Standards and provides guidance on providing the most important 
information to understand a noncompliance and its associated mitigation under the risk-based 
CMEP. 
 
The new Self-Report and Mitigation User Guide is available on the NERC Enforcement and 
Mitigation page: https://www.nerc.com/pa/comp/CE/Pages/Enforcement-and-Mitigation.aspx 
 
  

https://www.nerc.com/pa/comp/CE/Pages/Enforcement-and-Mitigation.aspx
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		CCC Action Item List - As of March 2018

		#		Date				Responsible Parties		Due Date		Status		Comments and Next Steps

		1		Nov-17		Address Confidentiality references and material distribution based on November report out on the NERC SPM Audit results.		Whaley		Mar-18		Open		Confidentiality reminder added to the CCC production schedule and confidential materials will be distributed to CCC only.

		2		Nov-17		ORCG and NERC Management will generate a plan, rollout schedule and communciation plan for the CFR Tool / expansion of tool for UAT or proof of concept for CMEP Technology development.		Stewart		Mar-18		Open		In progress

		3		Mar-18		Dr. Bilke will send the CCC Resilience Framework comments to the CCC for input.  CCC members respond to Dr. Bilke and Ms. Metro.		Bilke		Mar-18		Closed

		4		Mar-18		CCC Chair submit CCC comments on Resilience Framework to NERC RISC by March 28		Metro		Mar-18		Closed

		5		Mar-18		Clarify language and expectations for Industry related to MRRE and Coordinated Oversight for entities.		NERC		Jun-18		Open

		6		Mar-18		Update NERC website / CCC Page with 2018 Workplan.		Whaley		Mar-18		Open

		7		Mar-18		Work with CCC members on expertise to assign everyone to Subcommittees.		CCC VC		Jun-18		Open

		8		Mar-18		CCC Members email Adina by 3/28 to participate on a small subteam on the CCC Industry Outreach Work Plan Goal.		CCC Members		Mar-18		Open

		9		Mar-18		CCC members email Patti and Jennifer with topics for the June agenda by April 4th		CCC Members		Apr-18		Open

		10

		11





Archive

		CCC Action Item List - As of September 2017

		#		Date				Responsible Parties		Due Date		Status		Comments and Next Steps

		1				Roster Update - Fill gaps and resolve errors in CCC, CCC plus and subcommittee lists.  Roster to include term, completion of auditor training and NDA on file.		Adina Mineo, Brooke Thornton				CLOSED		Update the ListServe as needed

		2				RAI Support - CCC has a request from the NERC BOTCC to survey regions to identify and summarize Regional initiatives that support (entity controls, application guides, active committees, etc.). 
Earl to provide an RAI presentation at the next Denver F2F p		CCC Members, Jerry Hedrick and Sonia Mendonca				CLOSED		Item closed.  Open items transitioned to eh CCC 2014 Work Plan for RAI activities.

		3				NERC to send Nominating Form out to industry semiannually		Hope Mabry, Jim Hughes, Martin Huang				CLOSED		Next Nomination Form will be sent by NERC two week after the February and September CCC meetings

		4		Sep-12		Access - CCC Members need to secure a login for the CCC ftp site		Members and Adina Mineo		9/30/13		CLOSED

		5				FERC Audit Education - John Hairston's task force to build out his information on what Registered Entities can expect if they receive a FERC audit.  Deliverable to include recommendations on how to harmonize with NERC audits, spot checks and controls-eval		John Hairston				CLOSED		Presentation given.  Need to locate presentation and post in Related Files (NERC or Shared site)

		6				Enforcement Stats - Work with staff to track and improve cycle times on the various  (Full NOP, Spreadsheet NOP, FFT) enforcement actions to demonstrate improvements in all areas. Utilize current and readily available statistics where possible.  Goal is t		CPPS, Sonia Mendonca and Ed Kichline (Farzena)				CLOSED		Ongoing NERC and Regional Entity initiative.  Need to check on current reporting to BOTCC and other reports to query data and understand the FFT cycle for violation processing.

		7		Sep-13		Distribute - Jim to distribute the Auditor Handbook (draft) to the CCC.		Adina Mineo				CLOSED		Posted on NERC website on April 30, 2014.

		8		Jan-13		RISC Item :  RISC asked for guidance on Planning Authority/Planning Coordinator issue		ORCS				CLOSED		Jennifer Flandermeyer to report to RISC by explaining the new registration program. This will address concerns about which entities are registered as PC and determine if there are gaps in PC registration.

		9		Mar-13		2014 CCC Work Plan: Review plan to revamp/refresh to address new NERC Strategic Plan. Each subcommittee chair to provide Terry a bulleted list of accomplishments to date, where they are at now, and what is planned for 2014		CCC				CLOSED		Approved at May 2014 Board meeting.

		10		Mar-13		Feedback: Gerry Cauley requested that the CCC review and provide feedback on the NERC Pro forma Internal Controls Document		CCC				CLOSED		Adina will check with Jerry Hedrick about the feedback on the Internal Controls evaluation portion of the entity risk assessment under RAI.

		11				Independent Audit in 2012 of NERC - CCC to complete remaining items from ORC and CMEP processes and present report to the NERC BOT.  NERC to provide plan for public posting of results of 2012 Independent Audit. Sept 2013 Update: Present - NERC staff to co		Clay Smith, Mechelle Ferguson				CLOSED		CCC provided final report with action items.  NERC needs to publically post the report on the NERC website.

		12		Sep-13		Present: - Jim Stanton to finalize RSAW comments to CCC for final review and comment from all members to provide NERC staff the CCC's recommendations for RSAW considerations in the RAI project.		Jim Stanton		9/30/13		CLOSED		Brooke needs to repost final document (originally posted on SIS site) to CPPS site.

		13		Mar-13		Evaluation of combining subcommittees/working group - SIS, PROCS and RBRCWG to review charters		SIS/PROCS/RBRCWG/Matt Goldberg				CLOSED		Complete review for discussion at June 2013 CCC meeting and final presentation at the September F2F.

		14		Mar-13		2012 Stakeholder Perception Survey Results Rollout and Improvement Plan. NERC Staff on detailed recommendations to support BOTCC request on improving stakeholder perception survey results. 
Present the results of the 2012 Self-Certifications. 
Perception		EROMS				CLOSED		Report and recommendations have been finalized and sent to the Board. Report posted on NERC website.

		15		Jun-13		PER-005 - RSAW issues related to additional requirements imbedded in RSAW that are not included in standard.  CCC also asked to identify other RSAWs with similar issues.		Matt Goldberg and Earl Shockley				CLOSED		June 2013, Matt provided specific issues to Earl. Awaiting response from Earl.

		16		Jun-13		Review -NERC to provide Multi-Regional Registered Entity (MRRE) pilot documents to ORCS for review		Sonia Mendonca and ORCS				CLOSED

		17		Sep-13		Post - Bob Hoopes to provide Jim the RAI documents for posting.		Jim Hughes		9/25/13		CLOSED		NERC will not be posting as a result on the ongoing RAI.  Adina will update the current FAQ with a disclaimer that NERC and the CCC will coordinate a future update once the risk assessment process and internal controls reviews are finalized.

		18		Jun-13		Distribute - NERC staff to distribute the Impacts and benefits document after NERC review		Jim Hughes		9/25/13		CLOSED		V1 was posted on 1/27/14

		19		Jun-13		Present - NERC staff the KRSSC recommendations after vetting through CCC members		Jennifer F		10/31/13		CLOSED

		20		Jun-13		Present - CCC members to present various examples of internal controls at the next F2F meeting in Denver		CCC Members				CLOSED

		21		Jun-13		Present - CCC members to provide Jim Stanton various examples of RSAWS for efficiencies		CCC Members				CLOSED

		22		Jun-13		Present - CCC members to provide NERC various examples of compliance monitoring inconsistencies at the next F2F (NERC needs details to act on feedback)		CCC Members				CLOSED		Need to ask CPPS whether this remains open.

		24		Sep-13		Present - Terry to reach out to NERC staff and BOT for charter changes due to 2014 work plan approval		Terry		12/31/13		CLOSED

		25		Sep-13		Present - Terry to reach out to BOT regarding COM-003 and the IR resolution		Terry		12/31/13		CLOSED

		26		Sep-13		Present - Clay to present the RISC updates as a standing agenda item		Clay Smith		11/1/13		CLOSED		Added as a standing item

		27		Sep-13		Present - NERC staff to present action plan status with due dates and milestones at each meeting (Survey) so the CCC can fulfil its obligation under the BOT letter		Adina Mineo		11/1/13		CLOSED

		28		Sep-13		Present - NERC staff to consider putting what the ERO has done with the stakeholder survey at RE workshops		Adina Mineo and Jerry Hedrick		11/1/13		CLOSED		Board wants consideration on what value the survey adds and how can the report lead to further improvements in training and communication.

		29		Sep-13		Present - NERC staff to provide feedback to the CCC RAI groups from the RAIcomments@nerc.net		Adina Mineo		11/1/13		CLOSED

		30		13-Dec		Need action items from members						CLOSED

		31		Mar-14		Compliance and Certification Committee (CCC) Roster Update (Primary and Plus) - tasked participants to review for accuracy and completeness		Thornton and Huang		6/4/14		CLOSED		Roster updated to reflect May Board.  Also, CCC roster posted on NERC CCC website

		32		Mar-14		2014 Work Plan - develop executive summary with specific deliverables to better communicate the projects to the BOT		Metro and Mineo		5/7/14		CLOSED		Presented at May Board

		33		Mar-14		Caroline Dupuis approved as an interim member until NERC BOT approval - get on the BOT agenda for approval (NERC).		Mineo		5/7/14		CLOSED		Presented at May Board

		34		Mar-14		  CCC Policies and Procedures Review - CCCPPs review of responsibilities. Action Item – CCC SharePoint site discussion with CCC executive committee		Metro and Mineo		6/4/14		CLOSED		SharePoint site is up and running.  Need CCC members to sign up.  Need Subcommittee chairs to review procedures and ensure current versions are posted and being used.

		35		Mar-14		Nominating Subcommittee - Openings were shared - solicit nominations for openings		Huang		5/7/14		CLOSED		Presented at May Board

		36		Mar-14		Update and closure of RISC request on Planning Authority /Planning Coordinator issue – Action Item – Letter to RISC to close this out		Flandermeyer		6/4/14		CLOSED

		37		Mar-14		ORCS will coordinate the review and comments on the Risked Based Registration Whitepaper.		ORCS		6/4/14		CLOSED

		38		Mar-14		Development of a white paper, or expansion of current product, to address voluntary versus non-voluntary related to internal controls		Hoopes Team and Hedrick		6/4/14		CLOSED		Hoopes provided draft paper to NERC.  NERC is circulating and will report at June 2014 meeting

		39		Mar-14		CPPS scope document provided to the BOT in May 2014.		Goldberg		5/7/14		CLOSED		Presented at May Board

		40		Mar-14		Determine whether there is anything NERC wants the CPPS to assist on the RSAW recommendation.		Hedrick		6/4/04		CLOSED

		41		Jun-14		Members will receive an electronic roster and should update all fields related to their position.		Metro		6/4/04		CLOSED

		42		Jun-14		CCC will provide interim member approvals in the August Board agenda for John Hairston, BPA, representing Federal Utility and Kevin Conway, Intelliblind, representing Small-end Use Customer.		Huang		6/4/04		CLOSED

		43		Jun-14		CCC will send revised CCC protocols (CCCPP-001 through 003, and 007) to NERC legal for review and comment.		Hobson/Abrams		6/4/04		CLOSED		Team continues work, but revised document was circulated following the June meeting

		44		Jun-14		CCC needs NERC to check on 2015 budget availability for conducting the 2014 Stakeholders’ Perception Survey.		Mineo		6/4/04		CLOSED

		45		Jun-14		CCC and NERC staff will hold a July 2014 WebEx on the CCC secure site following member site registration. Discussion will include site ownership and management activities.		Mineo/Metro		6/4/04		CLOSED

		46		Jun-14		NERC should revise RSAWs that still include, or do not indicate, retirement of Paragraph 81 Requirements.		Mineo		6/4/04		CLOSED		Adina Mineo reported on item during September 2014 meeting.

		47		Jun-14		NERC should coordinate with Regions on how certain data is being requested via audits versus 1600 data requests, specifically for PRC-004.		Mineo / Hect				CLOSED

		48		Jun-14		CPPS will draft CCCPP-010 revisions to include effectiveness assessment criteria with a completion goal for the September 2014 meeting.		CPPS		3/3/15		CLOSED		CCCPP10 was approved by the CCC at the March 2015 meeting.

		49		Jun-14		CPPS and NERC will coordinate a WebEx for NERC to provide an overview of the Compliance & Enforcement trends matrix presented to the BOTCC quarterly.		Kichline/Goldberg		6/4/04		CLOSED

		50		Jun-14		NERC staff will send auditor training notification to CCC members for registration.		Knight		6/4/04		CLOSED

		51		Jun-14		NERC staff will add NERC calendar items for the September and December 2014 meetings.		Thornton		6/4/04		CLOSED

		52		Sep-14		RISC Metrics Project: Adina Mineo and Patti Metro will speak with NERC staff on whether and how RISC information from this project may inform Risk Elements and the annual ERO CMEP Implementation Plan.		Metro/Mineo				CLOSED		Participation from CCC occurring - formal request for support is closed.

		53		Sep-14		Matt Goldberg will provide CPPS revisions to the work plan to Adina and Patti by September 23 in order to finalize the work plan and provide it to the Board in November 2014.		Goldberg		Nov-14		CLOSED

		54		Dec-14		NERC noted that it is taking an action item to develop and provide CCC members talking points and information to share with their sectors to further understanding of the transition to risk-based compliance and enforcement, as well as developing a more for		Mineo / Hect				CLOSED

		55		Dec-14		The CCC asked Ms. Iwanechko to work with the advisory group to identify communication needs with industry to reflect the convergence of surveys and the new process for the survey for 2014 (Iwanechko, NERC).		Iwanechko / Hobson		Jan-15		CLOSED

		56		Dec-14		CCC members should provide feedback and input to Terry Bilke on the RISC project by December 19, 2014.		CCC / Bilke		Dec-14		CLOSED

		57		Dec-14		CCC members should provide thoughts to the CCC Chair on any input into the ERO corporate risk assessments with Mechelle Thomas.		CCC / Metro		Dec-14		CLOSED

		58		Mar-15		Kristin Iwanechko / Brooke Thornton to send email request to CCC plus list to ask for feedback on the ERO survey process.		Iwanechko / Thornton				CLOSED

		59		Mar-15		NERC staff to verify language in EROMS procedures with FERC order.		Kichline / Stasko		Mar-15		CLOSED		Procedures accurately represent intent of Commission.

		60		Mar-15		CCC members provide feedback on full RISC report by March 27, 2015 to Terry Bilke.		CCC members				CLOSED

		61		Mar-15		CCC Chair to send EROMS procedures and Charter to full CCC for review.		Metro		Mar-15		CLOSED

		62		Mar-15		Report out to the CCC on some frequency on the Regional Consistency Tool.		Edge				CLOSED		Carter will report again at September meeting and then will report to CCC twice per year thereafter.

		63		Jun-15		Post the updated CCC roster on the Committee Web page after the Board meeting.		Metro		15-Sep-15		CLOSED

		64		Jun-15		CCC will review the requirements and history related to the CCC procedural documents and proposal to move those to the scope of the EWRC.		Clay Smith		15-Jul-15		CLOSED

		65		Jun-15		CCC members will email Patti on willingness to participate in the NERC audits of CMEP and ORCP.		CCC members		1-Jul-15		CLOSED		Members responded and the spots have been filled.

		66		Jun-15		Check on availability of NRECA offices for December 2016 meeting.		Patti Metro		15-Sep-15		CLOSED

		67		Jun-15		Items for CIP v5 guidance documents to Ben Engelby by June 26, 2015 for July 1 meeting.		CCC members		26-Jun-15		CLOSED

		68		Jun-15		CCC will review the requirements and history related to the CCC procedural documents and proposal to move those to the scope of the EWRC.		Clay Smith		Jul-15		Closed

		69		Sep-15		CCC Nominating Committee will formally post the open positions requesting nominations		Nalley		Dec-15		Closed

		70		Jun-15		Follow up on NERC funding to LSE reference in RoP section 1106 and will report back at September meeting.		Brinker		Dec-15		Closed

		71		Jun-15		Follow up with NERC and the Regions to see if the action to resolve the potential registration issue related to Transmission development.		Brinker		Dec-15		Closed		Note to reference TRE process / Lumped into ORC Emerging Issues.

		72		Jun-15		Follow up on Ballot Pool Clean up Process with Standards Development Group.		Stewart / Bunch		Mar-16		Closed

		73		Sep-15		EROMS will follow up with Kristin Iwanechko on distribution list on ERO Stakeholder Survey for Canadian Entities		Hobson / Iwanechko		Mar-16		Closed		Canadian Entities do not have a PCC so they do not receive the survey.

		74		Sep-15		Create and maintain a workplan responsibility and status update report as part of the agenda package		Flandermeyer / Hect		Mar-16		Closed		Ensure status updates are captured and common understanding of responsibility

		75		Mar-15		Scheduling a hearing training for the new members.		Metro / Stasko		Jun-16		Closed		Follow up with Patti, Jennifer and Legal.

		76		Jun-15		Follow up on participation of CCC on Quality Reviews with Standards Development Group.		Stewart / CPPS		Jun-16		Closed		CPPS action item

		77		Mar-16		Review opportunity for communications plan and materials to support NERC in promotion of Risk-Based CMEP processes (self-logging, ICE, etc).		CCCEC		Sep-16		Closed		Marisa and Jennifer will schedule a follow up call with NERC and the CCEC.  There will be a summary closing discussion and next steps for September's meeting.

		78		Jun-16		Letter for transmittal of the Self Certification to the EWRC.		Hobson / Metro		Sep-16		Closed

		79		Jun-16		Posting of open CCC positions from Nominating Committee.		Nalley  / Hect		Jul-16		Closed

		80		Jun-16		Rewrite header in intro for the discussion document on CMEP.		Metro / Hect		Jul-16		Closed

		81		Jun-16		Follow up email to FMAG for clarification of use of Functional Model and comments or review from ORCS.		Metro / ORCS		Jul-16		Closed

		82		Sep-16		Review of output from focused feedback sessions with NERC management and full CCC on some frequency basis.		Metro / Flandermeyer		Ongoing		Closed

		83		Sep-16		Helen and Marisa will send list to the CCC of the members that have completed hearing training and executed confidentiality agreements.		Nalley / Hect		Sep-16		Closed		Helen sent the list of CCC members and hearing training status to Marisa.  Marisa will send to CCC prior to meeting in November.

		84		Nov-16		Mechelle Thomas to send an email to CCC requesting observers for the NERC SPM Audit.		Thomas / Flandermeyer		Feb-17		Closed

		85		Sep-14		Data Retention Project: 
o CPPS will communicate with the Standards Committee to provide information on the results and recommendations. CPPS will report on the status at the December meeting.
o Adina Mineo will communicate all recommendations to appropriate parties		CCC / SC		Mar-17		Closed		Send the Data Retention Item to full CCC for review to affirm document is still reflective of the requested action from the SC.  Once that is completed, someone from the CCC will participate in the SC call or meeting to present the issue for closure.                                                                                                                                                              The Compliance Assurance aspect of this action item is closed.

		86		Jun-15		Follow up on process with NERC staff on how to file a complaint related to NERC's adherence to the RoP (CMEP / ORCP) with the CCC beyond the procedural documents.		Metro / Kichline		Sep-17		Closed		Ed, Teri, Clay and Patti are working on this process and will provide a suggested complaint process for the CCC to consider.

		85		Dec-15		Review the existing hearing procedures and evaluate if changes are required based on NERC's revised hearing procedures for the ERO.		CPPS		Sep-17		Closed		Action required:  Review CCCPP-004 and 006 procedures to determine if any impacts or required changes.

		86		Mar-17		Follow up with Regional Entities on RE Stakeholder Groups (Group #18) to clarify who is represented in that group in the Compliance Guidance Policy.		NERC		May-17		Closed

		87		Mar-17		Small group to suggest path and language to capture of principles related to Internal Controls related to the ERO Practice Guide on Internal Controls.		Bilke & group		May-17		Closed

		88		May-17		Share Compliant Process / Form with CCC before buildout for comments.		Metro		Nov-17		Closed

		89		May-17		Propose a meeting with the ERO CMG on Internal Controls and ICE to promote ERO success.		Metro / McIntyre		Mar-18		Closed

		90		Nov-17		CCC Members should express interest in the CCC Chair or Vice Chair position to Helen Nalley by January 16, 2018.		CCC Members		Jan-18		Closed

		91		Nov-17		ListServ reviews and clean up		NERC and CCCEC		Dec-17		Closed		Closed

		92		Nov-17		Transmittal of SPM and SAN audit results		CCC Chair		Jan-18		Closed		Closed

		93		Nov-17		Transmittal of 2017 CMEP and ORCP Self Certification Results		CCC Chair		Jan-18		Closed		Closed

		94		Nov-17		Transmittal of CCC Charter, CCCPP documents and 2018 CCC Workplan to EWRC for endorsement or approval.		CCC Chair		Jan-18		Closed		Closed

		95		Nov-17		CCC to provide feedback to CCC VC on CANs proposed for retirement by January 5 COB		CCC Members		Jan-18		Closed		Closed

		96		Nov-17		CCC VC to submit aggregated CAN feedback to NERC staff by January 26		CCC VC		Jan-18		Closed		Closed





